BY THE NUMBERS - FIRST QUARTER - 2016

As of March 31, 2016 — 1,493 breaches affecting 158,025,089 patients were reported to HHS; each breach involving

over 500 patients.

Device Type I\::Z?::;tzf (]A’n:if d1:|>1ttasl Number of Patients % of Patients
Laptop 296 20% 5,568,321 3%
Portable Devices 132 9% 1,304,903 1%
Desktop Computer 196 13% 9,470,321 6%
Paper Records 351 24% 2,674,642 2%
Network Servers 181 12% 119,326,050 76%
Email* 119 8% 1,569,219 1%
Electronic Medical Record 67 4% 6,879,871 4%
Other 151 10% 11,231,762 7%
Reasons for Breach I\::Z?::;tzf (]A’n:if d1:|>1ttasl Number of Patients % of Patients
Theft 710 48% 23,041,904 15%
Loss 137 9% 8,002,730 5%
Unauthorized Access 323 22% 4,882,725 3%
Improper Disposal 57 4% 950,768 1%
Hacking 174 12% 117,946,730 75%
Other/Unknown/Blank 92 6% 3,200,232 1%

20% (306 incidents) of all reported breaches were caused by Business Associate/Business Partners affecting 26,652,000
patients (17%). Network Servers logically, impact the largest number of patients when breached. Although hacking is
only 12% of the Number of Incidents, hacking has impacted 75% of all patients since reporting began in 2009.
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Source: https://ocrportal.hhs.gov/ocr/breach/breach report.jsf
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